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Swift CSP-Assessor Exam Syllabus Topics:

TopicDetailsTopic 1- Understanding the methodol ogy and assessment deliverables: This section is designed for independent
auditors working with Swift systems. It tests the candidate's grasp of the Assessor's role and obligations when conducting a
CSP assessment. The section evaluates knowledge of key elements to consider during the assessment process. Topic 2-
Understanding the Swift Customer Security Programme: This domain istargeted at compliance officers, and risk managers
involved in Swift operations. It evaluates the candidate's comprehension of the CSP controls framework and their ability to
determine the appropriate architecture type and related scope as outlined in the Customer Security Controls Framework
(CSCF).Topic 3- Understanding Swift: This section of the exam measures the skills of Swift network administrators and
covers Swift's crucial role in the international financial community, including the structure and operations of the Swift
network and itsinfrastructure.

Q28. Which ones are Alliance Lite2 key components? (Choose all that apply.)
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A Swift Customer Secunty Controls Policy

& Switt Customer Secunty Controls Framework v2024

@ Independent Assessmant Framework s Com

(A Indepandent Aﬁessm‘gﬁﬁgﬁwggmm;lms
{génet@mmm Framework - High-Level Test Plan Guidelinas

. Outsourcing Agenis - Secunty Requiramants Basaline
[ CSP Architecture Type - Decision frae
[ Assgssment tempiate for Mandatory controis

.'A_ Ascessmant template for Advisory condrols

* A web interface

* An AutoClient

* A HSM box

* A WebSphere MQ Server

Q29. The cluster of VPN boxesis also called managed-customer premises equipment (M-CPE).

(A Swit Customer Secunty Contrals Pohcy
A Switt Customer Secunty Controls Framework v2024
@ Independent Assessmant Framework es c,Om
-
(& Ingepandant massmfﬁgﬁwgms Gudainas
r égen@mmm Framewerk - Hign-Level Test Plan Guidelinas
‘ -
| Outsourcing Agents - Secunty Requiremants Basaling
(A CSP Architectuta Type - Decision iree

A Assessment templata for Mandatory controfs

(3 Assessmant template for Advisory conlrols

* TRUE
* FALSE

Q30. When hesitant on the applicability of a CSCF control to a particular component? What steps should you take? (Choose all that
apply.)

A Switt Customer Secunty Controls Pohicy
{3 Swilt Customer Secunty Controls Framework v2024

[ Independent Assessmant Framework S -oom

i3, Indepandent Assassmtﬁﬂgaws;g Guidelines
gé:en@ﬂum Framework - High-Laval Test Pian Guidalinas
‘ .

| Outsourcing Agernts - Secunty Requiremants Baseling
(A TSP Architectura Type - Decision iree
(3 Assessment tempiate for Mandatory controis

@& | Assessmeant template for Advisory comrois
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* Call your Swift contact
* Check appendix F of the CSCF

* Check carefully the Introduction section of the CSCF

* Open acase with Swift support via the case manager on swift com if further information or solution cannot be found in the

documentation

Q31. Can a Swift user choose to implement the security controls (example: logging and monitoring) in systems which are not

directly in scope of the CSCE?

(3 Switt Customer Secunty Controls Policy

A Switt Customer Secunty Controls Framework v2024

[ Independant Assessmant Framework S Gom

8 Indepandant Msassm{\ﬁﬂg&wgﬁt? I.Hlﬂ;:nﬂ.'.
iiéﬁﬁ@ﬂwnt Framewerk - Hign-Level Test Plan Guidelinas

L Outsourcing Agents - Securty Requiremants Baseling

A CSP Architectute Type - Decision frae

a Assgssmeant template for Mandatory comros

(3 Assessment template for Advisory cantrols

* Yes
* No

Q32. Isit necessary to formally explain to the Swift user the testing methodology that will be used for the CSP assessment during

the kick-off?

Swift Customer Secunty Contrals Pobey

Switt Cusiomer Secunty Controls Framework v2024

B O

Indepandent Assessment Framework

eS G
Indepandent Assassrmig %&wgnrs Guidalings

iéﬁn@ﬂmnt Framewerk - High-Lavel Test Plan Guidelines
‘ .

L=l | Ouisourcing Agents - Sacurity Requiramants Basaling

7

[A CSP Architectura Type - Decision frea
a Agsgsement template for Mandatory controis

(3 Ascecsmant template for Advisory controls

* Yes
* No

Q33. What is expected regarding Token Management when (physical or software-based) tokens are used? (Choose all that apply.)
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A Swift Customer Securnty Conlrols Policy

{3 Switt Customar Secunty Conlrols Framework v2024

ges G
A Independent Mﬁessmni; Fg&w sors Gusdalings
Eéﬁn@i@wnl Framewerk - High-Level Test Plan Guidelinas

‘ .

A Indepanden! Assessmeant Framework

Outsourcing Agents - Security Requirements Basaling
3 CSP Architecture Typa - Decision iree
a Assgsement template for Mandatory controis

3 Assessment template for Advisory conirois

* Similar to user accounts, individual assignment and ownership for accurate traceability and revocation in case of potential
tampering, loss or in case of user role change

* Havein place a strict token assignment process. This avoids the need to perform g aregular review of assigned tokens

* Individuals must not share their tokens. Tokens must remain under the control and supervision of its owner

* All tokens must be stored in a safe when not used

Q34. Where is the implementation of multi-factor authentication deemed sufficient to support control 4.2 compliance? (Choose all
that apply.)

(3 Switt Customer Secunty Controls Palicy

A Switt Customer Secunty Controls Framework v2024

[ Indepandent Assessmant Framework S Gom
= e

.
Indepandant msassmni\; Dg&wgnrs Guidalings
éﬁn@mmnt Framewark - Hign-Lavel Test Plan Guidelinas
=

T (7

{

L+ Outsourcing Agents - Security Requiremants Basaiing
(A CSP Architectuta Type - Decision rae
(A Assessmant tempiata for Mandatory contros

(3| Assessment templatae for Advisory conlrots

* When accessing an outsourcing agent or an L2BA Swift-related application

When logging-in on an interface, a connector, or the system running such component
* When login on the jJump server filtering access to local Swift secure zone

* On the General Operator PC used to access a Swift-related component

*

Q35. The Swift user has an sSFTP server to push files to an outsourcing agent hosting the Swift users own Communication interface.
What is their architecture type?

(3 Switt Customer Secunty Controls Palicy

A Switt Customer Secunty Controls Framework v2024

[ Independant Assessmeant Framework S Gom

(5 Indepandent msass%ﬂgﬁwgrﬁ G u-dn;:nﬂ.r.
fiégrl@mwnt Framewerk - High-Level Test Plan Guidelinas

L Outsourcing Agents - Security Requiremants Baselineg

A CSP Architectute Typa - Decision frae

@ Assgssmeant template for Mandatory cantrois

(3 Assessmant template for Advisory cantrols
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* Al
* B

* A3
* A4

Q36. Select the correct statement(s).

(3 Switt Customer Secunty Controls Palicy

A Switt Customer Secunty Contrels Framewark v2024

A Independent Assessmeant Framework S Gom
]

Indapandeant Mqaqqm?ﬂg&wgmq Gusdainas
iéﬁn@*@w nt Framewerk - Hign-Leval Test Plan Guidelines
‘ .

= Quisourcing Agents - Sacurty Requiremants Baseling
(A CSP Architeciura Type - Decisian iree
,3 Assgssmeant template for Mandatory cantrois

(3 Assessmant template for Advisory controls

*

The public and private keys of a Swift certificate are stored on the Hardware Security Module

* The certificate stored on the Swift Hardware Security Module is used during the decryption operation of a message
* The decryption operation uses the encryption private key of the receiver

To verify the signature the SwiftNetLink uses the signing private key of the receiver

*

Q37. What type of control effectiveness needs to be validated for an independent assessment?

A Switt Customer Secunty Controls Policy
(A Switt Customer Secunty Confrols Framawaork v2024

A Indepandent Assessmeant Framework O‘ {

5 Indepandent Asqaqqupg&@limq Guidalines
iécg @m«; nt Framework - High-Level Test Plan Guidelines
‘ .

~  Ouisourcing Agenis - Secunty Requiremants Baselineg
1A CSP Architectune Type - Decision frée
a Agsgsement template for Mandatory controis

(3 Ascecsmant template for Advisory confrols

* Effectivenessis never vaidated only the control design

An independent assessment is apoint in time review with possible reviews of older evidence as appropriate
Operational effectiveness needs to be validated

* None of the above

*

*

Q38. The Alliance Web Platform Administrator uses both the GUI and command line to perform configuration and monitoring tasks
on AWP SE.
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A Swift Customer Secunty Controls Policy

& Switt Customer Secunty Controls Framework v2024

[ Indepandent Assassment Framework s C m

(8 Indepandent Assessme Gg&&&lgnrq Guidelines
{géne @mmnl Framework - High-Level Test Plan Guidelinas

Cutsourcing Agents - Security Requiramants Basaline
3 CSP Architecture Typa - Decision iree
[ Assgssment tempiate for Mandatory controis

.'A_ Ascessmant template for Advisory condrols

* TRUE
* FALSE

Q39. Must al CSCF controls be subject to an assessment?

A | Swilt Customer Secunty Controls Pohcy

A Switt Customer Secunty Controls Framework v2024

@ Independent Assessmant Framework S c,o

& Indepandant Assassme Fgﬁwgmq Gudainas

ér.en@m‘ent Framewerk - Hign-Level Test Plan Guidelinas

{g Quisourcing Agents - Secunty Requiremants Baseling

(A CSP Architectuta Type - Decision ires

a Assgssmeant template for Mandatory comros

(3 Assessmant templata for Advisory conlrots

* Yes
* No, only the mandatory controls

* No, only the attested controls (with as a minimum the mandatory ones|
* No, the control selection is defined between the Swift User and their assessor

Q40. Select the correct statement about Alliance Gateway.

A Switt Customer Secunty Controls Pohicy

{3 Swilt Customer Secunty Controls Framework v2024

3 Independent Assessmeant Framework Om

[ Independent Assessme Gg&&&limq Guidalings

é:e @*ﬁmnt Framework - High-Laval Test Pian Guidalinas

‘g CQuisourcing Agenis - Secunty Requiremants Baseling

(3 CcSP Architecture Type - Decision frea

(3 Assessment tempiate for Mandatary controis

@& | Assessmeant template for Advisory comrois
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* |t isused to exchange messages over the Swift network
* |t isused to create messages to send over the Swift network

Q41. What must a Swift user implement to comply with a CSCF security control?

Swift Cusfomer Secunty Controls Policy

Switt Cusiomer Secunty Controls Framework v2024

Independent Assessmant Framework S Gom
.

|
a
a
4 Independent Assassmffg‘ﬂg&wgﬁsuqmmqs
fiénerlﬁmum Framework - High-Leval Test Plan Guidelinas
L Quisourcing Agents - Securty Requiramants Basaline
[ CSP Architectura Type - Decision Iree
(3 Assessment tempiate for Mandatory controis

(3 Assessment template for Advisory canirols

* A solution that maps the implementation guidelines described for a controls in scope components
* A solution that meets the control objectives and addresses the risk drivers for the in scope components)

Q42. Alliance Lite2 only supports the sending and receiving of FIN messages.

(A Swit Custorner Secunty Contrals Pobicy

A Switt Customer Secunty Controls Framework v2024

@ Independant Assessmant Framework S Gom
= e

.
Indepandant Assassma? @&wgm Guidalinas

éﬁn@&ﬁmm Framewerk - High-Level Test Plan Guidelinas
‘ =

T (7

L+l Ouisourcing Agents - Security Requiramants Basaline
(A CSP Architectuta Type - Decision tréa
(3 Assessment tempate for Mandatory controis

(3| Assessment templatae for Advisory conlrots

* TRUE
* FALSE

Q43. A Swift user has moved from one Service Bureau to another What are the obligations of the Swift user in the CSP context?

Switt Cusiomer Secunty Controls Polcy
Switt Customer Secunty Controls Framework v2024

Indepandent Assessmant Framewaork

)
Indepandant Assessme wggcg;lgo
(1)

@A
a
a
&
fié?il@&%mm Framework - High-Level Test Plan Guidelinas

L Qutsourcing Agents - Securty Requiramants Baseling

4 CSP Architaciuta Type - Decision iras

.'_lj Assgssmeant template for Mandatory cantrois

(3 Assessment template for Advisory coniroks
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* Toreflect that in the next attestation cycle

* Noneif thereis no impact in the architecture tope

* Toinform the SB certification office at Swift WW

* To submit an updated attestation reflecting this change within 3 months

Q44. Which encryption methods are used to secure the communications between the SNL host and HSM boxes?

(3 Switt Customer Secunty Controls Palicy

A Switt Customer Secunty Contrels Framewark v2024

& Indepandent Assessment Framework es CPO‘ [
.
A Indepandent ﬁssassmﬁ? wgnrs Guidaines

iéﬁn@x‘%ﬂent Framewerk - High-Lavel Test Plan Guidelinas
‘ .
L Qutsourcing Agents - Securty Requiramants Baseling

(A CSP Architeciura Type - Decisian iree

a Assgssmeant template for Mandatory cantrois

(3 Assessmant template for Advisory controls

* NTLSand SSH
* Telnet and SSL
* NTLSand Telnet
* MPLSand SSL

Q45. How are online SwiftNet Security Officers authenticated?

A Switt Customer Secunty Controls Policy

(A Switt Customer Secunty Confrols Framawaork v2024

[J Independant Assessment Framework 5 Gom

4 Independent Assassmfﬁﬂgﬁwgrgfi uwdn;:na.r.
fiécgllca,mmnt Framewerk - High-Lavel Test Plan Guidelinas

i Ouisourcing Agents - Security Requiremants Basaline

(A CSP architectura Type - Decision free

a Agsgsement template for Mandatory controis

(3 Ascecsmant template for Advisory confrols

* Viatheir PKI certificate
* Viatheir swift.com account and secure code card
* Viatheir swift.com account

Q46. Can an assessor re-use an | SAE 3000 report dating back 2 years to support an independent assessment?
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A Swift Customer Securnty Conlrols Policy
{3 Switt Customar Secunty Conlrols Framework v2024
A Independant Assessment Framework O( E

(8 Indepandant quqquﬁﬂg&&lﬁnrq Gudelings

Eéne @mmnl Framework - High-Leval Test Plan Guidelinas
‘;— Outsourcing Agenis - Sacurty Requiraments Basaline

3! CSP Architecture Typa - Decision frea

:.j Assgsement template for Mandatory controis

3 Assessmant template for Advisory confrols

* No, that istoo old, the maximum is 18 months

* Yes, thereisno timelimit for an i SAE 3000 report

* No, the SAE 3000 report is no valid surrogate as arule

* Yes, provided there is no change to the Swift user&#8217;s infrastructure

Q47. What are the conditions required to permit reliance on the compliance conclusion of a control assessed in the previous year?
(Choose dll that apply.)

(3 Switt Customer Secunty Controls Policy

A Switt Customer Secunty Controls Framework v2024

[ Indepandent Assessmant Framework S Gom
|

Indepandant Msassm(\ﬁpg&@i£mq Gudalinas
é@n@ﬂmnt Framewerk - High-Lavel Test Plan Guidelinas
=
‘g Qutsourcing Agents - Sacunty Requiremants Basaling
[A TSP Architectuta Type - Decision iree
(A Assessmant tempiata for Mandatory contros

(3 Assessmant lemplate for Advisory confrols

* The control compliance conclusion must have already been relied on the past two years

* The previous assessment was performed on the (correct) CSCF version of the previous year
* The control definition has not changed

* The control-design and implementation are the same

Q48. Penetration testing must be performed at application level against the Swift-related components, such as the interfaces, Swift
and customer connectors?

(3 Switt Customer Secunty Controls Palicy
A Switt Customer Secunty Contrels Framewark v2024
a

| Indepandent Assessmeant Framework O‘ [ ¢

E Indapandeant Mqaqqm?ﬁg&@l£nrq Gusdainas
fiécen@mwnt Framewerk - High-Lavel Test Plan Guidelinas
Fr

A CSP Architeciuta Type - Decision trea
a Assgssmeant template for Mandatory cantrois

(3 Assessmant template for Advisory controls
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* True, those are key components
* False, only the components as defined in Swift Testing Policy

Q49. The only type of HSM devices offered by Swift are HSM tokens and HSM boxes.

(3 Switt Customer Secunty Controls Policy
A Switt Customer Secunty Controls Framewark v2024

[ Independent Assessmeant Framework O‘E

4 Indepandent Mqaqqm?@&wgmq Guidalinas
Eéﬁn@xﬁwm Framework - Hign-Level Test Plan Guidelines
‘ .

L Quisourcing Agents - Securty Requiramants Basaline
(A CSP Architeciura Type - Decisian ree
(3 Assessment tempiate for Mandatory controis

(3 Assessmant template for Advisory controls

* TRUE
* FALSE
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