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Study Guide NO.18 Which network configuration is required when deploying Forti Authenticator for portal services?

* FortiAuthenticator must have the REST API access enable on portl

* One of the DNS servers must be a FortiGuard DNS server

* Fortigate must be setup as default gateway for Forti Authenticator

* Policies must have specific ports open between Forti Authenticator and the authentication clients

NO.19 Y ou want to monitor Forti Authenticator system information and receive Forti Authenticator traps through SNMP.
Which two configurations must be performed after enabling SNM P access on the Forti Authenticator interface?
(Choose two)

* Enablelogging services
* Set the tresholds to trigger SNMP traps
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* Upload management information base (MIB) filesto SNMP server
* Associate an ASN, 1 mapping rule to the receiving host

NO.20 Which two SAML roles can Fortiauthenticator be configured as? (Choose two)
* |dendity provider

* Principal

* Assertion server

* Service provider

NO.21 Which EAP method is known as the outer authentication method?
* PEAP

* EAP-GTC

* EAP-TLS

* MSCHAPV2

NO.22 Refer to the exhibit.

Examine the screenshot shown in the exhibit.
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Which two statements regarding the configuration are true? (Choose two)

*All guest accounts created using the account registration feature will be placed under the Guest_Portal_Users group
*All accounts registered through the guest portal must be validated through email

* Guest users must fill in all the fields on the registration form

* Guest user account will expire after eight hours

NO.23 What are three key features of FortiAuthenticator? (Choose three)
* | dentity management device

* Log server

* Certificate authority

* Portal services

* RSSO Server

NO.24 Which two statements about the self-service portal are true? (Choose two)
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* Self-registration information can be sent to the user through email or SMS

* Realms can be used to configure which seld-registeredusers or groups can authenticate on the network
* Administrator approval isrequired for all self-registration

* Authenticating users must specify domain name along with username

NO.25 Which behaviors exist for certificate revocation lists (CRLSs) on Forti Authenticator? (Choose two)
* CRLs contain the serial number of the certificate that has been revoked

* Revoked certificates are automaticlly placed on the CRL

* CRLs can beexported only through the SCEP server

* All local CAs share the same CRLs

NO.26 A device or useridentity cannot be established transparently, such as with non-domain BY OD devices, and alow usersto
create their own credentialis.

In this case, which user idendity discovery method can Fortiauthenticator use?
* Syslog messaging or SAML IDP

* Kerberos-base authentication

* Radius accounting

* Portal authentication

NO.27 Which statement about the guest portal policiesis true?

* Guest portal policies apply only to authentication requests coming from unknown RADIUS clients
* Guest portal policies can be used only for BY ODs

* Conditionsin the policy apply only to guest wireless users

*All conditions in the policy must match before a user is presented with the guest portal

NO.28 Y ou are a FortiAuthenticator administrator for alarge organization. Users who are configured to use Forti Token 200 for
two-factor authentication can no longer authenticate. Y ou have verified that only the users with two-factor authentication are
experiencing the issue.

What can couse thisissue?

* On of the Forti Authenticator devices in the active-active cluster has failed
* FortiAuthenticator has lose contact with the FortiToken Cloud servers

* FortiToken 200 licence has expired

* Time drift between Forti Authenticator and hardware tokens

NO.29 Y ou are the administrator of alarge network that includes alarge local user datadabase on the current Fortiauthenticatior.
Y ou want to import al the local usersinto anew Fortiauthenticator device.

Which method should you use to migrate the local users?
* Import users using RADIUS accounting updates.

* Import the current directory structure.

* |Import users fromRADUIS.

* |Import users using aCSV file.
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