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How much Palo Alto PCNSC Exam costs - Types of questions: Performance Based Questions- Examination Fees: $550

USD- Examination Name: Palo Alto PCNSC- Passing Score: 70% or higher NEW QUESTION 24

An administrator creates a custom application containing Layer 7 signatures. The latest application and threat dynamic update is

downloaded to the same NGFW. THE update contains application that matches the same traffic signatures as the customer

application.

Which application should be used to identify traffic traversing the NGFW?

*  custom application

*  Custom and downloaded application signature files are merged and are used

*  System longs show an application errors and signature is used.

*  downloaded application

NEW QUESTION 25
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Which processing order will be enabled when a panorama administrator selects the setting &#8220;Objects defined in ancestors will

takes higher precedence?

*  Descendant objects, will take precedence over ancestor objects.

*  Ancestor will have precedence over descendant objects.

*  Ancestor objects will have precedence over other ancestor objects.

*  Descendant object will take precedence over other descendant objects.

NEW QUESTION 26

If an administrator wants to decrypt SMTP traffic and possesses the saver&#8217;s certificate, which SSL decryption mode will

allow the Palo Alto Networks NGFW to inspect traffic to the server?

*  TLS Bidirectional Inspection

*  SSL Inbound Inspection

*  SSH Forward now proxy

*  SMTP inbound Decryption

NEW QUESTION 27

An administrator logs in to the Palo Alto Networks NGFW and reports and reports that the WebUI is missing the policies tab. Which

profile is the cause of the missing policies tab?

*  WebUI

*  Admin Role

*  Authorization

*  Authentication

NEW QUESTION 28

Which two methods can be used to verify firewall connectivity to Autofocus? (Choose two. )

*  Check the WebUl Dashboard Autofocus widget

*  Check for WildFire forwarding logs.

*  Verify AutoFocus is enabled below Device Management tab

*  Verify AutoFocus status using the CLI &#8220;test&#8221;command.

*  Check the license

NEW QUESTION 29

What are two benefits of nested device groups in panorama? (Choose two )

*  overwrites local firewall configuration

*  requires configuration both function and location for every device

*  all device groups inherit setting from the Shared group

*  reuse of the existing Security policy rules and objects

NEW QUESTION 30

Refer to the exhibit.
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A web server in the DMZ is being mapped to a public address through DNAT.

Which Security policy rule will allow traffic to flow to the web server?

*  Untrust (any) to Untrust (10. 1.1. 100), web browsing &#8211; Allow

*  Untrust (any) to Untrust (1. 1. 1. 100), web browsing &#8211; Allow

*  Untrust (any) to DMZ (1. 1. 1. 100), web browsing &#8211; Allow

*  Untrust (any) to DMZ (10. 1. 1. 100), web browsing &#8211; Allow

NEW QUESTION 31

The firewall identified a popular application as a unknown-tcp. Which options are available to identify the application? (Choose

two.)

*  Create a Security policy to identify the customer application.

*  Create a customer object for the customer application server to identify the custom application.

*  Submit an App-ID request to Palo Alto Networks.

*  Create a custom application.

NEW QUESTION 32

Which administrative authentication method supports authorization by an external service?

*  RADIUS

*  SSH keys

*  Certification
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*  LDAP

NEW QUESTION 33

How would an administrator monitor/capture traffic on the management interface of the Palo Alto Networks NGFW?

*  Use the tcpdump command

*  Use the debug dataplane packet-diag set capture stage management file command

*  USe the debug dataplane packet-dia set capture stage firewall file command

*  Enable all four stage of traffic capture (TX, RX, DROP, Firewall)

NEW QUESTION 34

View the GlobalProtect configuration screen capture.

What is the purpose of this configuration?

 

 

*  It forces an internal client to connect to an internal gateway at IP address 192 168 10 I.

*  It configures the tunnel address of all internal clients lo an IP address range starting at 192 168 10 1.

*  It forces the firewall to perform a dynamic DNS update, Which adds the internal gateway&#8217;s hostname and IP address to

the DNS server.

*  It enables a Client to perform a reverse DNS lookup on 192 .168. 10 .1. to delect it is an internal client.

NEW QUESTION 35

A web server is hosted in the DMZ and the server re configured to listen for income connections on TCP port

443. A Security policies rules allowing access from the Trust zone to the DMZ zone needs to be configured to allow web-browsing

access. The web server host its contents over Traffic from Trust to DMZ is being decrypted with a Forward Proxy rule.

Which combination of service and application, and order of Security policy rules needs to be configured to allow cleaned

web-browsing traffic to the server on tcp/443?

*  Rule# 1 application: ssl; service application-default: action allow

Role # 2 application web browsing, service application default, action allow

*  Rule #1application web-browsing, service service imp action allow

Rule #2 application ssl. service application -default, action allow

*  Rule#1 application web-brows.no service application-default, action allow Rule #2 application ssl. Service application-default,

action allow

*  Rule#1application: web-biows.no; service service-https action allow

Rule#2 application ssl. Service application-default, action allow

NEW QUESTION 36
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An administrator using an enterprise PKI needs to establish a unique chain of trust to ensure mutual authentication between

panorama and the managed firewall and Log Collectors. How would the administrator establish the chain of trust?

*  Configure strong password

*  Set up multiple-factor authentication.

*  Use custom certificates.

*  Enable LDAP or RADIUS integration.

NEW QUESTION 37

Which three user authentication services can be modified in to provide the Palo Alto Networks NGFW with both username and role

names? (Choose three.)

*  PAP

*  SAML

*  LDAP

*  TACACS+

*  RADIUS

*  Kerberos

NEW QUESTION 38

Which DoS protection mechanism detects and prevents session exhaustion attacks?

*  TCP Port Scan Protection

*  Flood Protection

*  Resource Protection

*  Pocket Based Attack Protection

NEW QUESTION 39

During the packet flow process, which two processes are performed in application identification? (Choose two.)

*  Application changed from content inspection

*  session application identified

*  pattern based application identification

*  application override policy match

NEW QUESTION 40

Which two benefits come from assigning a Decrypting Profile to a Decryption rule with a&#8221; NO Decrypt&#8221; action?

(Choose two.)

*  Block sessions with unsuspected cipher suites

*  Block sessions with untrusted issuers

*  Block credential phishing.

*  Block sessions with client authentication

*  Block sessions with expired certificates

NEW QUESTION 41

Which prerequisite must be satisfied before creating an SSH proxy Decryption policy?

*  No prerequisites are required

*  SSH keys must be manually generated
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*  Both SSH keys and SSL certificates must be generated

*  SSL certificates must be generated

NEW QUESTION 42

An administrator has been asked to configure active/passive HA for a pair of Palo Alto Networks NGFWs.

The administrator assigns priority 100 to the active firewall.

Which priority is collect tot the passive firewall?

*  0

*  1

*  90

*  255

NEW QUESTION 43

An administrator pushes a new configuration from panorama to a pair of firewalls that are configured as active/passive HA pair.

Which NGFW receives the configuration from panorama?

*  the active firewall, which then synchronizes to the passive firewall

*  the passive firewall, which then synchronizes to the active firewall

*  both the active and passive firewalls independently, with no synchronization afterward

*  both the active and passive firewalls, which then synchronizes with each other

NEW QUESTION 44

Which two subscriptions are available when configuring panorama to push dynamic updates to connected devices? (Choose two.)

*  User-ID

*  Antivirus

*  Application and Threats

*  Content-ID

NEW QUESTION 45

Winch three steps will reduce the CPU utilization on the management plane? (Choose three. ) Disable logging at session start in

Security policies.

*  Disable predefined reports.

*  Reduce the traffic being decrypted by the firewall.

*  Disable SNMP on the management interface.

*  Application override of SSL application.
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